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Location and dissemination
This policy will be kept in the school’s main policy files.

Marchwood Junior School collects and uses certain types of personal information (referred to in the Data Protection Act as personal data) about staff, pupils, parents and other individuals who come into contact with the school in order to provide education and associated functions. In addition it may be required by law to collect and use certain types of information to comply with statutory obligations of Local Education Authorities (LEAs), government agencies and other bodies. 

The school is registered as a Data Controller, with the Information Commissioner’s Office (ICO). Details are available on the ICO website.

Marchwood Junior School issues a Privacy Notice to all pupils/parents; this summarises the information held on pupils, why it is held and the other organisations to whom it may be passed on to.

Purpose
This policy sets out how the school deals with personal information correctly and securely and in accordance with all current Data Protection legislation.

This policy applies to all personal information however it is collected, used, recorded and stored and whether it is held on paper or electronically.

All school staff and governors involved with the collection, use, processing or disclosure of personal data will receive training and be aware of their duties and responsibilities and will adhere to this policy.

What is Personal information/Data?
Personal information or data is information which relates to a living individual who can be identified from the data, or from the data in addition to other information available to them. Personal data includes (but is not limited to) an individual’s name, address, date of birth, photograph, bank details and other information that identifies them.

What is Sensitive Personal Data?
Sensitive personal data includes information as to an individual’s racial or ethnic origin, their political opinions, religious beliefs or beliefs of a similar nature, whether they are a member of a trade union, their physical or mental health or condition, sexual life, the commission or alleged commission of an offence and any proceedings for an offence committed or alleged to have been committed by them, the disposal of those proceedings or the sentence of any court in such proceedings.

The school’s privacy notice(s) set out the types of sensitive personal information that it processes, what it is used for, the lawful basis for the processing and the special condition that applies.


Data Protection Principles 
The GDPR establishes six principles as well as a number of additional duties that must be adhered to at all times: 
1. Personal data shall be processed lawfully, fairly and in a transparent manner 
2. Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes (subject to exceptions for specific archiving purposes) 
3. Personal data shall be adequate, relevant and limited to what is necessary to the purposes for which they are processed and not excessive;
4. Personal data shall be accurate and where necessary, kept up to date; 
5. Personal data shall be kept in a form that permits the identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; 
6. Personal data shall be processed in a manner that ensures appropriate security of the personal data.

Commitment
The school is committed to maintaining the above principles at all times. 
Therefore, the school will 
· Inform individuals why personal information is being collected.
· Inform individuals when their information is shared, and why and with whom unless Data Protection legislation provides a reason not to do this.
· Check the accuracy of the information it holds and review it at regular intervals.
· Ensure that only authorised personnel have access to the personal information whatever medium (paper or electronic) it is stored in.
· Ensure that clear and robust safeguards are in place to ensure personal information is kept securely and to protect personal information from loss, theft and unauthorised disclosure, irrespective of the format in which it is recorded. * (see below).
· Ensure that personal information is not retained longer than it is needed.
· Ensure that when information is destroyed that it is done so appropriately and securely.
· Share personal information with others only when it is legally appropriate to do so.
· Comply with the duty to respond to requests for access to personal information, known as Subject Access Requests.
· Ensure that personal information is not transferred outside the EEA without the appropriate safeguards.
· Ensure all staff and governors area aware of and understand these policies and procedures.

(*Staff can access the school’s computer network from home, thus limiting the transportation of portable data – e.g. memory sticks).


Privacy Notice
The school will issue privacy notices as required, informing data subjects (or their parents, depending on age of the pupil, if about pupil information) about the personal information that it collects and holds relating to individual data subjects, how individuals can expect their personal information to be used and for what purposes.

When information is collected directly from data subjects, including for HR or employment purposes, the data subject shall be given all the information required by the GDPR including the identity of the DPO, how and why the School will use, process, disclose, protect and retain that personal data through a privacy notice (which must be presented when the data subject first provides the data).

The School will issue a minimum of two privacy notices, one for pupil information, and one for workforce information.

Data breaches
The school must report a data breach to the Information Commissioner’s Office (ICO) without undue delay and where possible within 72 hours, if the breach is likely to result in a risk to the rights and freedoms of individuals.  The school must also notify the affected individuals if the breach is likely to result in a high risk to their rights and freedoms.

Staff should ensure they inform their line manager/DPO/Head teacher immediately that a data breach is discovered and make all reasonable efforts to recover the information.

Complaints 
Complaints will be dealt with in accordance with the school’s complaints policy. Complaints relating to the handling of personal information may be referred to the Information Commissioner who can be contacted at: 

Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF

Tel: 0303 123 1113 (local rate) or 01625 545 745 if you prefer to use a national rate number.
Fax: 01625 524 510
Email: https://ico.org.uk/global/contact-us/

Review
This policy will be reviewed as it is deemed appropriate, but no less frequently than every 3 years. The policy review will be undertaken by the Head Teacher or nominated representative.

Contacts 
If you have any enquiries in relation to this policy please, contact the School Business Manager data@marchwoodjun.co.uk who will also act as the contact point for any subject access requests. 

Appendix 1 – Guidance Notes 
Protection for Responding to Requests for Personal Information in Accordance with the Data Protection legislation.  Anybody who makes a request to see their file or their child’s file or other personal data held on them is making a subject access request under the General Data Protection Regulations 2018 (GDPR). All information relating to the child including that held on paper and on electronic systems and email should be considered for disclosure. 

There is a statutory exception to the above, where parents do have an automatic right to access defined materials under The Education (School Records) Regulations 1989. The school will observe these statutory rights. 

If there is a current court order which relates to information regarding any child, that order must, regardless of other circumstances, be observed. 

Dealing with a Subject Access Request 
1. A request under the Data Protection Act must be made in writing. 
2. In many cases a letter to the Headteacher will be sufficient to identify the information required. If you cannot identify the information required from the initial request you can go back to the applicant to ask for more information. 
3. The Headteacher must be confident of the identity of the individual making the request. This could be done by checking signatures against verified signature on file or by asking the applicant to produce valid identification, such as a passport or photo-driving licence. These checks should be done in addition to proof of relationship with the child. 
4. An individual only has the automatic right to access information about themselves, requests from family members, carers or parents of a minor will have to be considered. The Headteacher will have responsibility for ensuring the child’s welfare is appropriately considered in deciding whether to comply with a request. Normally the requester will have to prove both their relationship with the child and that disclosure is in the child’s best interests to the satisfaction of the Headteacher. In the event of a child having sufficient capacity to understand (normally age 12 or above) the Headteacher should discuss the request with the child and take their views into account when making a decision. There may be circumstance in which a child can refuse their consent to a request. 
5. The school may charge a statutory fee, currently calculated on a sliding scale, but only if a permanent copy of the information is provided. If a letter is sent out requesting a fee the 40 calendar day statutory timescale does not begin until the fee is received. It is important though that no request is delayed unnecessarily by time taken to inform the applicant of a fee. 
6. The school will make use of exemptions under the Act as appropriate. All files must be reviewed before any disclosure takes place. Under no circumstance will access be granted immediately or before this review process has taken place. 
7. Where information has been provided to the School by a third party, for example by the local authority, the police, a health care professional or another school, but is held on the school’s file it is normal to seek the consent of the third party before disclosing information. This must be done early in the process in order to stay within the 40-day timescale. Even if the third part does not consent or consent is explicitly not given the data may be disclosed. In these cases it may be appropriate to seek additional advice. 
8. The applicant should be told the data the school holds, be given a copy of the data, and be told the purposes for which it is processed and whether it has been shared with any other party. It is good practice to explain whether data has been withheld and if so why. There may be circumstances where this is not appropriate; the Headteacher should at all times consider the welfare of the child. The school should also give details of who to contact in the event of a complaint and the details of the Information Commission who can provide independent information. 
9. Where all the data in a document cannot be disclosed a permanent copy should be made and the data obscured or parts of the data can be retyped if this is more sensible. In any event a copy of the full document (before obscuring) and the altered document should be retained together with the reason why the document was altered. This is so, that in the event of a complaint, there is an audit trail of what was done and why. 
10. Information can be provided by post (registered mail) or on deposit at the school with an officer available to help the applicant. If the latter is used the applicant must have access to a photocopier in case they want a permanent copy of their data. In considering the method of delivery the views of the applicant should be taken into account. Any codes, technical terms or abbreviations should be explained. Any data which is difficult to read or illegible should be retyped. 
11. Schools should monitor the number of requests received and document whether they are dealt with within the 40-calendar day statutory timescale. 
12. The Act applies only to living individuals. 

Complaints 
Complaints about the operation of these procedures should be made to the Chairperson of the Governing Body who will decide if it is appropriate for the complaint to be dealt with under the complaints procedure. 

Complaints which are not dealt with under the school’s complaint procedure should be forwarded in writing to the Information Commissioner. It is likely that complaints about procedural issues, due process and timeliness will be dealt with by the Governing Body, complaints that involve consideration of personal data or sensitive personal data should be referred to the Information Commissioner. 

Contacts 
If you have any concerns or questions in relation to this policy please contact the Head teacher or the School Business Manager (who will also act as the contact point for any requests under the Data Protection Act).  For advice and assistance please contact Hampshire County Council’s Data Protection Officer on 01962 846612 

Further advice and information, including a full list of exemptions is available from the Information 
Commissioner, www.informationcommissioner.gov.uk or telephone: 01625 545 700. 

Appendix 2 – Request form for access to personal data 

	Enquirer's Surname
	

	Enquirer's forenames
	

	Enquirer's Address
	

	Enquirer's Postcode
	

	Telephone Number
	



Are you the person who is the subject of the records you are enquiring about? 
YES / NO (i.e. the "Data Subject")? 
 If NO, 
Do you have parental responsibility for a child who is the "Data Subject" of the YES / NO records you are enquiring about? 

If YES, 
Name of child or children about whose personal data records you are enquiring 
	



Description of Concern / Area of Concern 


Description of Information or Topic(s) Requested (in your own words) 


 Additional information. 

Please reply to: (if different from enquirer's details as stated on this form) 
Name 
Address and Postcode 





Data subject declaration 
I request that the School search its records based on the information supplied above and provide a description of the personal data found from the information described in the details outlined above relating to me (or my child/children) being processed by the School.  I agree that the reply period will commence when I have supplied sufficient information to enable the School to perform the search. 

I consent to the reply being disclosed and sent to me at my stated address (or to the Despatch Name and Address above who I have authorised to receive such information). 

	Signature of "Data Subject" (or Subject's Parent)
	
	
	

	Name of "Data Subject" (or Subject's Parent) 

	
	
	

	(PRINTED)
	
	
Dated
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